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In late October 2001 Congress passed and the President signed the
“Patriot Act of 2001” as part of the nation’ s response to the attacks
of September 11, 2001. Title V of this multifaceted legidation is
labeled “Removing Obstacles to Investigating Terrorism” and
includes section 508, “Disclosure of Information from NCES
Surveys.” This section allowsthe Justice Department to obtain and
use for investigation and prosecution “reports, records, and
information (includingindividually identifiableinformation)” inthe
possession of the National Center for Education Statistics (NCES)
that had hitherto been protected by the 1994 Nationa Center for
Education Statistics Act.

Our full study, is available at
<http://www.uwm.edu/~margo/govstat/integrity.htm>, along with
related documentsand other writings. The study reviewsavailable
information about the origins of section 508, its impact on
confidentiality protections offered by NCES, and the effectiveness
of NCES in communicating to respondents and the public changes
in the legd protections available to NCES data providers. It also
compares the present situation with some previous efforts to use
protected statistical reports for similar purposes and discusses
several broader issues relating to the possible misuse of statistical
data systems, including the comparative strengths and weaknesses
of substantive, technical, organizational, legal, and ethica
safeguards. Our presentation at this session is limited to a
description of the provisiona time line of events related to the
subject covering the period September 11, 2001 to June 30,2002,
which is drawn from Appendix B of thefull study. Thefull list of
references used in the study is aso included here.
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11 Terrorist attack on the World Trade Center and
the Pentagon.

12-16 Use of NCES microdata to fight terrorism first
proposed (hearsay information only).

17 Legidative provisions designed to amend NCES
confidentiality protections under discussion and
Officeof Statistical Policy makesinitial effortsto
oppose or limit these provisions.

20 Department of Justice submits a “Consultation

Draft of Anti-terrorism Act of 2001” to congress
containing language in one section (sec. 158)
intended to override the National Statistics Act
(sic) to enable results of NCES surveys to be
used for terrorist and other national security
investigations.
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Acting NCES Commissioner Phillips
presentation to Quarterly COPAFS meeting,
Washington, DC. No mention of confidentiality
issues or proposed legidation, although some
genera discussion by others of the consequences
of September 11 on thefederd statistical system
took place.

House Judiciary Committee hearings on the
Adminigtration's Draft Anti-Terrorism Act of
2001. Section 158 of theadministration draft not
among the sections cleared by the ranking
minority member. A copy of a section-by-
section analysis of the administration bill
included in the record.

First version of Patriot act formally introduced in
the House by the Chair of the Judiciary
Committee. The bill contains no mention of
NCES.

House Judiciary Committee considers the
proposed legislation and receives some
statements from agencies and others. No
mention of NCES.

Senate Judiciary Subcommittee on the
Constitution, Federalism & Property Rightsholds
hearings on“ Protecting Constitutional Freedoms
in the Face of Terrorism.” Discussion was in
termsof the September 20 “administration draft”
and two of the ten people making statements
referred to sec. 158.

Heads of federa statistical agencies briefed by
the Office of Statistical Policy on the proposed
legidation during regular monthly meeting.

OMB issues its Statement of Administration
Policy on Senate bill with no mention of concern
about section 508 or statistical confidentiality
concerns. Bipartisan leadership in  Senate
introduces a somewhat different version of the
legislation than introduced in the House on
October 2, including thetext of what will become
the final language of section 508.

OMB issues its Statement of Administration
Policy on House hill with no mention of concern
about section 508 or statistical confidentiality
concerns. Senate approves its version. House
accepts the Senate text as its own, including
section 508. Subsequently the House modifies
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other parts of the bill, section 508 remains
unchanged.

Final Congressiona approval of the Patriot Act.

President Bush signs the Patriot Act into law.
The Committee on Nationa Statistics holds a
luncheon meseting with the federal datistics
agency heads. The discussion topic:
“Implications of ‘War on Terrorism,” including
changes in confidentiality legislation and issues
surrounding anational 1D card.” NCESdoesnot
participate in luncheon.

Authorsfirst learn of the existence of section 508
of the Patriot Act.

Authors first contact NCES expressing concern
about theimplicationsof section 508 on NCES's
considerable past achievements in promoting
statistical confidentiality.

In further messages to NCES authors explicitly
raise issue of misleading statements about
confidentiality on NCES website.

NCES informs us that they “are still working on
language--to becleared by OMB, and working on
the required confidentiality guidelines to be
agreed to by both the Attorney Generd and the
Secretary of Education” and that they will
modify their website “when these issues are
resolved.”

Discussion of the implications of the Patriot Act
at the Quarterly COPAFS meeting, Washington,
DC, including comments by an NCES staff
member minimizing the impact of section 508.

ASA President Straf devotes hisfirst
“Presidential Corner” columninthe January issue
of AMSTAT News to a discussion of the
implications of September 11 to the statistical
profession, including someof theissuesraised by
section 508.

Revised confidentiality assurances explicitly
warning about the possible use of information
provided “to investigate or prosecute acts of
terrorism” introduced into survey carried out
jointly by NCES and NCHS at the request of
NCHS.

In the course of floor discussion at the
“Conference on Confidentiality, Disclosure, and
DataAccess— Theory and Practical Applications
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NCES senior staff member indicates that no
requests for data have been received under
section 508 and provides limited information
relating to the origins and anticipated impact of
section 508.

Authors write to NCES informing them of their
plans to prepare the present paper and seeking
information from NCES about events leading to
the drafting of section 508 and the NCES
response, including information on changes
introduced into NCESconfidentiality assurances.

David Banks' article on “ Statisticsin Homeland
Defense,” which refersto section 508, appearsin
winter issue of Chance. Gerry Gates developing
proposal for late-breaking session at JSM 2002
on the subject.

Congressman Castles introduces HR 3801 to
restructuretheresearch and statistical activities of
the Department of Education and which
contained provisions to include section 508 as
part of normal agency legidation.

Article on college concerns related to the Patriot
Act appearing in the Chronicle of Higher
Education makes no mention of section 508.

Gellman article critical of NCES actions with
respect to the Patriot Act appears in an online
publication for privacy advocates.

Authors write to OMB, NCES, and two NCES
contractors (RT1 and Westat) expressing concerns
based on the results of their research that found
that NCES surveys with out-of-date
confidentiality assurances were still proceeding
through the OMB clearance process in 2002.

ASA President Straf writes to Congressman
Castle and othersin House opposing HR 3801.

First mention of section 508 of the Patriot Act
posted on NCES web site along with a statement
that the Attorney General will “protect the
confidentiality of the data” NCES informs
authors of newly posted materia and indicates
they arein the process of revising their standards
and anticipate that a draft of the revised
standards, including their confidentiality
standard, will be placed on their website shortly.

Authors again contact NCES asking for
information to assist in preparation of JISM 2002

paper.

HR 4598 designed to provide for the sharing of
homeland security information, but whose broad
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language may be construed as also
affecting statistical datacollected under
pledgesof confidentiality, introducedin
the House.

30 OMB issues brief statement of administration
policy on HR 3801 that endorses measure but
looks forward to working with Congress to
improvethelegidation. House passesHR 3801.

B

Draft revised NCES statistical standards posted
on NCESwebsitefor public comment from May
1to May 31, later extended to June 17.

31 NCESrepliesto letter of January 29 and message
of April 17 from authors. Only new information
provided was that “the concerns leading to
enactment of Section 508, of course, were law
enforcement concerns of the affected federa
agencies. Those agencies were responsible for
the development of the hill.”

June
25 NCES reconfirmsit has received no requestsfor
data under section 508.

26 OMB issues statement of administration policy
on HR 4598 that endorses the goals of
legidation, but raises explicit concerns about
statistical confidentiality issues. House passes
HR 4598. ASA President Straf writesto Senator
Kennedy and others in Senate opposing House-
passed HR 3801.
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