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ABSTRACT 

A s t a t i s t i c a l  database serves two ma jo r  
purposes :  to p r o v i d e  the s t a t i s t i c i a n  
w i t h  a c c u r a t e  aggrega te  s t a t i s t i c a l  
i n f o r m a t i o n ,  and to p r o t e c t  the 
c o n f i d e n t i a l i t y  of  i n d i v i d u a l  database 
r e c o r d s .  A t e c h n i q u e  is p resen ted  which 
u t i l i z e s  r e g r e s s i o n  methodo logy  to 
compromise c o n f i d e n t i a l  i n f o r m a t i o n  in a 
s t a t i s t i c a l  da tabase .  In the case t h a t  a 
database management system p r e c l u d e s  
a p p l i c a t i o n  of  r e g r e s s i o n  me thodo logy ,  
the research  i n t r o d u c e s  the n o t i o n  of  a 
" s y n t h e t i c  d a t a b a s e " ,  c rea ted  th rough  
l e g i t i m a t e  means, which c i r cumven ts  t h i s  
c o n t r o l ,  and once again p e r m i t s  
d i s c l o s u r e  th rough  r e g r e s s i o n  
me thodo logy .  

The approach is  v a l i d a t e d  on v a r i o u s  
subsets  of  the 1980 U.S. Census m i c r o d a t a  
f o r  the S ta te  of  New York.  F i n a l l y ,  the 
r e g r e s s i o n  methodo logy  approach i s 
exami ned i n i t s  abi I i t y  to cause 
d i s c l o s u r e  even where va r i ous  e x i s t i n g  
c o n f i d e n t i a l i t y  p r o t e c t i o n  measures are 
in e f f e c t .  

I .  INTRODUCTION 

S t a t i s t i c a l  databases o f t en  m a i n t a i n  
s e n s i t i v e  or c o n f i d e n t i a l  i n f o r m a t i o n .  A 
s t a t i s t i c a l  database is a database " f rom 
which aggregate  i n f o r m a t i o n  about  l a r g e  
subsets  of  e n t i t i e s  of  an e n t i t y  set  is  
to be o b t a i n e d ,  such as a database o f  
census d a t a . . . "  [ 1 5 ] .  Typ i ca l  q u e r i e s  o f  
the data are SUM, COUNT, and MEAN, o f  
measured da ta ,  f o r  subsets  o f  the 
p o p u l a t i o n .  

Ma jo r  s t a t i s t i c a l  databases are 
m a i n t a i n e d  by f e d e r a l  and s t a t e  
governments ,  commerc ia l  o r g a n i z a t i o n s ,  
n o n - p r o f i  t o r g a n i z a t i o n s ,  e t c .  Burnham 
[4 ]  s t a t e s  t h a t  a p p r o x i m a t e l y  o n e - h a l f  o f  
the w o r k f o r c e  is  employed by l a r g e  
c o r p o r a t i o n s  t h a t  c o l l e c t  d e t a i l e d  
i n f o r m a t i o n ,  some of  which is s e n s i t i v e .  
This i n c l u d e s  s a l a r y  i n f o r m a t i o n ,  work 
e v a l u a t i o n s ,  pe rsonne l  r e f e r e n c e s  and the 
l i k e .  Acco rd ing  to Burnham, two t h i r d s  
of  Americans have l i f e  i nsu rance  and n ine  
t e n t h s  c a r r y  h e a l t h  i n s u r a n c e ,  both o f  
which r e s u l t  in the c o l l e c t i o n  o f  
c o n f i d e n t i a l  i n f o r m a t i o n  onto a da tabase .  

An ove rv iew of  the problem of  managing 
the i n e v i t a b l e  c o n f l i c t  between 
s o c i e t y ' s  need to know and process 
i n f o r m a t i o n ,  and the i n d i v i d u a l ' s  r i g h t  
to p r i v a c y  is  found in [ 5 ] .  The 
s t a t i s t i c a l  s o c i e t i e s  have r e c o g n i z e d  
t h i s  problem as w e l l .  In 1975, an Ad Hoc 
Committee on P r i v a c y  and C o n f i d e n t i a l i t y  

was c r e a t e d  by the American S t a t i s t i c a l  
A s s o c i a t i o n  [ 1 , 2 ] .  More r e c e n t l y ,  the 
I n s t i t u t e  o f  Ma themat i ca l  S t a t i s t i c s  has 
encouraged i t s  members to c o n t r i b u t e  to 
the d i s c u s s i o n  of  t h i s  i ssue [ 8 ] .  

In t h i s  a r t i c l e ,  the use o f  r e g r e s s i o n  
methodo logy  to compromise a s t a t i s t i c a l  
database is  examined.  This i ssue  is  
r e l a t e d  t o ,  but  not  i d e n t i c a l  t o ,  the 
w i d e l y  r ecogn i zed  prob lem o f  p r e s e r v i n g  
c o n f i d e n t i a l i t y  in a r e l e a s e d  m i c r o d a t a  
f i l e  [ 1 3 ] .  In the p r e s e n t  s i t u a t i o n ,  a 
user does not have access to an e n t i r e  
da tabase ;  r a t h e r  a user  is  p e r m i t t e d  to 
ask q u e r i e s  o f  the database ( c o n t r o l l e d  
th rough  a database management system 
(DBMS)) to a c q u i r e  aggrega te  s t a t i s t i c a l  
i n f o r m a t i o n .  As a fundamenta l  c o n t r o l ,  
the DBMS w i l l  not  a l l o w  response to a 
query whose response se t  s i ze  is  one. 
Th is  f a i r l y  t r i v i a l  c o n t r o l  is  e a s i l y  
undermined;  an example i s  a v a i l a b l e  in 
[ 9 ] .  

S e c t i o n  2 d e s c r i b e s  an example o f  
compromise us ing r e g r e s s i o n  me thodo logy .  
The approach is  d e s c r i b e d  in a s i t u a t i o n  
where the DBMS p rec ludes  d i r e c t  
r e g r e s s i o n  of  the s t a t i s t i c a l  da tabase .  
Regress ion  based d i s c l o s u r e  is  v a l i d a t e d  
th rough  a p p l i c a t i o n  to subdatabases o f  
the 1980 U.S. Census M ic roda ta  samples 
f o r  the S ta te  o f  New York .  Sec t i on  3 
d e s c r i b e s  e x i s t i n g  s t r a t e g i e s  t h a t  
seek to d e t e r  the d i s c l o s u r e  o f  
c o n f i d e n t i a l  i n f o r m a t i o n  c o n t a i n e d  in a 
s t a t i s t i c a l  database as we l l  as t h e i r  
impact  on r e g r e s s i o n - b a s e d  d i s c l o s u r e .  
Conc lus ions  and recommendat ions are 
p resen ted  in Sec t i on  4. 

I I .  INVADING PRIVACY USING REGRESSION 
METHODOLOGY 

A s t a t i s t i c a l  database c o n t a i n s  a 
subset  o f  the C a r t e s i a n  p r o d u c t  o f  
domains of  the a t t r i b u t e s  (X z,X 2 . . . , X m ) .  
The database is assumed to have n r eco rds  
(o r  t u p l e s ) .  C e r t a i n  o f  the m a t t r i b u t e s  
w i l l  be i d e n t i f i e r s  whose va lues  are 
suppressed by the bas i c  r u l e s  o f  the 
s t a t i s t i c a l  da tabase .  That i s ,  w i t h o u t  
loss o f  g e n e r a l i t y ,  X 1 ,X 2 . . . .  X i w i l l  
u n i q u e l y  i d e n t i f y  a r e c o r d .  These un ique 
i d e n t i f i e r s  are not  a c c e s s i b l e  by the 
s t a t i s t i c a l  database use r .  

Appl i c a t i o n  of  r e g r e s s i o n  to a 
s t a t i s t i c a l  database is  not  a r o u t i n e  
m a t t e r  s ince  we assume t h a t  the database 
management system p rec l udes  use o f  
r e g r e s s i o n  me thodo logy .  A database would 
r e f u s e  such s t r a t e g i e s  s ince  a f i t t e d  
r e g r e s s i o n  based on the database cou ld  be 
used to p r e d i c t  c o n f i d e n t i a l  va lues  in 
the database (as demons t ra ted  l a t e r ) .  As 
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a r e s u l t ,  some form of  i n t e r m e d i a t e  s tep 
is  r e q u i r e d .  Our s t r a t e g y  shows t h a t  i t  
is  p o s s i b l e  to c i r cumven t  database 
c o n f i d e n t i a l i t y  c o n t r o l s  by b u i l d i n g  a 
" s y n t h e t i c  database"  which resembles the 
ac tua l  s t a t i s t i c a l  database as much as 
p o s s i b l e .  This s y n t h e t i c  database is  
c rea ted  c o m p l e t e l y  th rough l e g i t i m a t e  
que r i es  (COUNT, MEAN, STANDARD DEVIATION) 
of  the database,  and through a minimum 
of  c o n t a c t  w i t h  the ac tua l  s t a t i s t i c a l  
da tabase.  The s y n t h e t i c  database is  
then used to c rea te  a r e g r e s s i o n  model 
( r e f e r r e d  to as a " d i s c l o s u r e  model " )  
which is  used to p r e d i c t  c o n f i d e n t i a l  
v a r i a b l e  values based on supp lementa l  
knowledge of  non-con f i  den t i  a 1 
p r e d i c t o r  v a r i a b l e  va lues .  

The c r e a t i o n  of  a s y n t h e t i c  database 
i n v o l v e s  th ree  s teps-  c r e a t i o n  o f  
h i s tog rams f o r  cand ida te  p r e d i c t o r  
v a r i a b l e s  in a d i s c l o s u r e  model,  que ry i ng  
of  the database based on randomly 
genera ted key v a l u e s ,  and t r a n s i t i o n  to 
the s y n t h e t i c  database.  

C rea t i on  of H is tograms f o r  Candidate Pre- 
d i c t o r  Values in a D i s c l o s u r e  Model 

Assume t h a t  a p o t e n t i a l  i n t r u d e r  
seeks to learn  the c o n f i d e n t i a l  s a l a r y  of  
an i n d i v i d u a l  in a database.  The 
i n t r u d e r  would begin w i t h  the s e l e c t i o n  
o f  severa l  cand ida te  v a r i a b l e s  t h a t  can 
be used to p r e d i c t  s a l a r y  in a r e g r e s s i o n  
model.  S e l e c t i o n  is  made on the bas is  of  
e x p e c t a t i o n s ,  or supp lementa l  knowledge 
( e . g .  known c o r r e l a t i o n s  between 
v a r i a b l e s ) .  

The i n t r u d e r  asks que r ies  of  the form 
"COUNT WHERE Xa=value ''. This is repeated 
u n t i l  a l l  of  the v a r i a b l e ' s  va lues have 
been q u e r i e d .  Where there  is  a l a rge  
domain of  v a r i a b l e s ,  va lue ranges can be 
used ( e . g .  AGE=30-35 e t c . ) .  

Query ing of the Database Based on 
Randomly Generated Key Values 

Assume t h a t  t he re  are f i v e  v a r i a b l e s  
s e l e c t e d  as cand ida te  p r e d i c t o r  
v a r i a b l e s .  S t a t i s t i c a l  database que r i es  
f o r  s a l a r y  are then based on a key 
composed of  va lues f o r  these f i v e  
v a r i a b l e s .  A value f o r  each of these 
v a r i a b l e s  is generated randomly from the 
above de r i ved  h i s t o g r a m s ,  now s e r v i n g  as 
p r o b a b i l i t y  d e n s i t y  f u n c t i o n s .  For each 
s e l e c t e d  key va lue ,  que r i es  o f  MEAN, 
COUNT, and STANDARD DEVIATION are a p p l i e d  
to the s t a t i s t i c a l  database.  In our 
examples,  the que r i es  would be "MEAN 
SALARY WHERE X 1=va lue I X ~ v a l u e  2, Xk 
= v a l u e k ; ,  - . . . .  STANDARD D E! I~ . ION OF SAiARY 
WHERE~Ikey T va lue l  ; " OUNT WHERE key 
va lue  he key ~ v a l u e  and the q ery 
responses are logged onto a t a b l e  c a l l e d  
the " i n t e r i m  t u p l e  t a b l e " .  The process 
is repeated m u l t i p l e  t imes .  A sample 
i n t e r i m  t u p l e  t a b l e  is  shown at  the top 

of F igure 1. 
The issue of  s topp ing  p o i n t  is  

d iscussed in d e t a i l  in [ 9 ] ,  and [ 1 0 ] .  
Other i s sues ,  p r i n c i p a l l y  the p o s s i b l e  
" c o m b i n a t o r i a l  e x p l o s i o n "  of  key values 
are d iscussed the re  as w e l l .  In genera l  
we expect  dec reas ing  marg ina l  u t i l i t y  of  
q u e r i e s .  Note t h a t  a t  the end of  t h i s  
s tage ,  a l l  c o n t a c t  between the i n t r u d e r ,  
and the ac tua l  s t a t i s t i c a l  database 
ceases.  

T r a n s i t i o n  to  the S y n t h e t i c  Database 

F i n a l l y ,  the i n t e r i m  t u p l e  t a b l e  is  
used to c rea te  the s y n t h e t i c  database.  
In o rde r  to r e f l e c t  v a r i a b i l i t y  of  the 
c o n f i d e n t i a l  v a r i a b l e  in the ac tua l  
s t a t i s t i c a l  database,  a pooled e s t i m a t e  
of  the va r i ance  of  the c o n f i d e n t i a l  
a t t r i b u t e  i s cal cul ated based on the 
s tandard  d e v i a t i o n  response~ recorded in 
the i n t e r i m  t u p l e  t a b l e .  A random normal 
(0 ,  s~ pooled)  is  added to each mean 
c o n f i d e n t i a l  v a r i a b l e  value f t i m e s ,  
where f is  the f requency  of  the key va lue 
in the ac tua l  database.  This is repeated 
f o r  a l l  e n t r i e s  in the i n t e r i m  t u p l e  
t a b l e .  This c o n s t i t u t e s  the comp le t i on  
of  the s y n t h e t i c  database.  The 
c o n s t r u c t i o n  is demonst ra ted in F igure  I .  

Once comple te ,  the i n t r u d e r  is  now f ree  
to app ly  r e g r e s s i o n  to the s y n t h e t i c  
da tabase,  unh indered by the r e s t r i c t i o n s  
imposed by the DBMS, and w i t h  l i t t l e  
chance of  being d e t e c t e d .  A d i s c l o s u r e  
model is  now b u i l t  on the s y n t h e t i c  
da tabase,  using s tepwise  r e g r e s s i o n ,  to 
model the behav io r  of  the c o n f i d e n t i a l  
v a r i a b l e .  U l t i m a t e l y  the model is  used 
to make p r e d i c t i o n s  based on supp lementa l  
knowledge of  the n o n - c o n f i d e n t i a l  
p r e d i c t o r  v a r i a b l e s .  

V a l i d a t i o n  of  Approach 

C l e a r l y ,  the s y n t h e t i c  database model 
is f e a s i b l e  i f  i t  is  p o s s i b l e  to b u i l d  a 
d i s c l o s u r e  model on the s y n t h e t i c  
da tabase,  which adequa te l y  desc r ibes  the 
ac tua l  s t a t i s t i c a l  database.  

The approach was va I i dated on 
subsamples of  the Un i ted  Sta tes  Census 
Database, Sta te  o f  New York,  C-sample,  
1980. Due to hardware c o n s t r a i n t s ,  f o u r  
subsamples of  the m ic roda ta  sample were 
used, co r respond ing  to a p p r o x i m a t e l y  
2,500 household r e c o r d s .  

Fami ly  income f o r  the year  1979 served 
as the c o n f i d e n t i a l  v a r i a b l e .  D e t a i l s  o f  
the database p r o t o t y p e  and the " i n t r u d e r "  
p r o t o t y p e  system are desc r ibed  in [ 9 ] .  
Complete d i s c u s s i o n  of  the d e r i v a t i o n  
of  the d i s c l o s u r e  model , and i t s  
per formance are desc r i bed  t h e r e ,  and in 
[ 1 0 ] .  

The research  began by e s t a b l i s h i n g  the 
e x i s t e n c e  of  a d i s c l o s u r e  model d e r i v e d  
d i r e c t l y  on the s t a t i s t i c a l  da tabase.  
This was done to c rea te  a benchmark f o r  
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F igu re  1 - T r a n s i t i o n  from the I n t e r i m  Tuple Table 
to the S y n t h e t i c  Database 
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k , j + 3  

c 2 
T+ N (0,~ ) 

j+3  j + 3 , 1  p o o l e d  

S y n t h e t i c  Database 

the compar ison of  a d i s c l o s u r e  model to 
be b u i l t  on the s y n t h e t i c  da tabase•  
The best  d i r e c t l y  d e r i v e d  r e g r e s s i o n  
model was b u i l t  on s i x  n o n - c o n f i d e n t i a l  
p r e d i c t o r  v a r i a b l e s •  The model had an 
r - s q u a r e d  of  .57 ,  and h i g h l y  s i g n i f i c a n t  
f - s t a t i s t i c  of  69.13 ( d f = 7 , 3 6 6 ) .  Th is  
was a f t e r  removal o f  n ine o u t l i e r s .  
These were e i t h e r  e x t r e m e l y  low 
o b s e r v a t i o n s  of  f a m i l y  income (near  zero 
or n e g a t i v e ) ,  or at  or about  the Census 
c u t o f f  p o i n t  o f  $75 ,000.  A square r o o t  
t r a n s f o r m a t i o n  was employed to remove 
he te ros  kedas t i  c i  t y .  

At t h i s  p o i n t ,  the database management 
system p rec luded  d i r e c t  use of  r e g r e s s i o n  

methodo logy•  The s y n t h e t i c  database was 
then d e r i v e d  as d e s c r i b e d •  H is tograms 
were d e r i v e d  f o r  s i x  c a n d i d a t e  p r e d i c t o r  
v a r i a b l e s •  Our resea rch  imposed a l i m i t  
o f  300 keys used f o r  mean, s tanda rd  
d e v i a t i o n ,  and count  q u e r i e s •  In o r d e r  
to l i m i t  the number o f  p o s s i b l e  key 
c o m b i n a t i o n s ,  one v a r i a b l e  was dropped• 
Three hundred out  o f  a p o s s i b l e  768 key 
va lues  ( b u i l t  on f i v e  v a r i a b l e s )  were 
gene ra ted .  A f t e r  l o g g i n g  onto the 
i n t e r i m  t u p l e  t a b l e ,  the s y n t h e t i c  
database was c rea ted  w i t h  random normals 
genera ted  by IMSL r o u t i n e  GGNML. 

The d e r i v e d  d i s c l o s u r e  model was then 
c r o s s - v a  I i dated onto the actua I 
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s t a t i s t i c a l  database in o rder  to assess 
i t s  a b i l i t y  to make p r e d i c t i o n s  in the 
ac tua l  database.  Recogn iz ing  t h a t  a 
square roo t  t r a n s f o r m a t i o n  might  be more 
a p p r o p r i a t e ,  the s y n t h e t i c  database 
methodology was m o d i f i e d  to i n c o r p o r a t e  
t r a n s f o r m a t i o n s .  Using the wel l -known 
T a y l o r  Ser ies  a p p r o x i m a t i o n s ,  the means 
and s tandard  d e v i a t i o n s  o f  the 
t r a n s f o r m e d  s a l a r y  were approx imated  
us ing the ac tua l  means and s tandard  
d e v i a t i o n s .  The r e s u l t  o f  c ross 
v a l i d a t i n g  t h i s  model onto the ac tua l  
database is shown in the f i r s t  column of  
Table I .  P r e d i c t i v e  r - squa re  o f  the 

Table I - Cross V a l i d a t i o n  o f  
Regress ion Models Der ived from 
S y n t h e t i c  Database onto Ac tua l  

S t a t i s t i c a l  Database (SDB) 

I tem 
S y n t h e t i c -  

] Based Model 
[ App l i ed  to 

Ac tua l  SDB 

D i r e c t l y -  
Der ived 

Model 

Sample Size-  374 374 
Mean S a l a r y -  21949 21891 
Std.  D e v i a t i o n .  14882 14904 

Residual  SS" 4.339 EIO 3.823 EIO 
Sum of  Squares. 8.260 EIO 8.308 EIO 

1-(RESID SS/SS)" .475 .540 
(RESID SSIN)- 1.160 E8 1.019 E8 

d i s c l o s u r e  model was .475. The r e s u l t  
w i t h o u t  the T a y l o r  Ser ies  t r a n s f o r m a t i o n  
was .454.  These compare w i th  the second 
column of  Table i ,  which shows the best  
r e g r e s s i o n  had the DBMS a l lowed d i r e c t  
r e g r e s s i o n  of  the ac tua l  s t a t i s t i c a l  
da tabase.  The r - squa red  the re  is .54,  
i n d i c a t i n g  s t rong  per formance of  the 
s y n t h e t i c  database c r e a t i o n  s t r a t e g y .  

A n a l y s i s  of  a l a r g e r  database b rough t  
s i m i l a r  r e s u l t s .  Aga in ,  us ing the T a y l o r  
Ser ies  t r a n s f o r m a t i o n ,  a s y n t h e t i c  
database de r i ved  d i s c l o s u r e  model had 
p r e d i c t i v e  r - squa red  of  .44 compared to a 
d i r e c t l y  de r i ved  model w i t h  r - s q u a r e d  
.50.  Thus, i t  seems c l e a r  t h a t  our 
s y n t h e t i c  database compromise s t r a t e g y  is  
capable of  compromise, even where the 
DBMS prec ludes  d i r e c t  use of r e g r e s s i o n  
methodo logy .  

I I I .  EXISTING CONFIDENTIALITY 
PRESERVATION STRATEGIES 

Shoshani [12 ]  d i v i d e s  e x i s t i n g  
s t a t i s t i c a l  database c o n f i d e n t i a l i t y  
p r e s e r v a t i o n  s t r a t e g i e s  i n t o  f i v e  

c l a s s e s :  l i m i t i n g  the response set  s i z e ,  
l i m i t i n g  the i n t e r s e c t i o n  of  response 
s e t s ,  random sample q u e r i e s ,  p a r t i t i o n i n g  
of  the database,  and p e r t u r b a t i o n  of  data 
va lues .  An a d d i t i o n a l  s t r a t e g y  is  
m u l t i d i m e n s i o n a l  t r a n s f o r m a t i o n ,  a lso  
known as "data swapping" [ 6 ] .  

Two of  these s t r a t e g i e s  have not 
r ece i ved  much c o n s i d e r a t i o n  in 
s t a t i s t i c a l  database resea rch .  The 
f i r s t ,  l i m i t i n g  the i n t e r s e c t i o n  o f  
response sets would r e q u i r e  query 
l ogg ing  ( i n  o rde r  to i d e n t i f y  
i n t e r s e c t i n g  q u e r i e s ) .  For most 
a p p l i c a t i o n s ,  t h i s  techn ique  is  
o p e r a t i o n a l l y  i n f e a s i b l e  due to the 
n e c e s s i t y  f o r  a g rea t  deal o f  memory and 
CPU t ime f o r  the maintenance and check ing  
of  the l og .  P a r t i t i o n i n g  o f  the 
da tabase,  another  approach,  is l i k e l y  to 
o v e r - r e s t r i c t  the l e g i t i m a t e  u s e r ' s  
access to s t a t i s t i c a l  i n f o r m a t i o n  [ 3 ] .  

L im i t i nq .  the Response Set Size 

Any s t a t i s t i c a l  database w i l l  en fo rce  a 
t r i v i a l  c o n t r o l  of  the r e f u s a l  to answer 
que r i es  whose response set  s ize  is  one. 
One of  the f i r s t  c o n f i d e n t i a l i t y  
s t r a t e g i e s  i d e n t i f i e d  was the a d d i t i o n a l  
r e f u s a l  o f  que r ies  w i t h  small  response 

s e t  s i zes  ( d e f i n e d  r e l a t i v e  to the 
database s i z e ) .  C l e a r l y ,  the l a r g e r  the 
minimum response set  s i z e ,  the less a 
s t a t i s t i c a l  database w i l  1 achieve i t s  
need of  p r o v i d i n g  use fu l  aggregate  
s t a t i s t i c a l  i n f o r m a t i o n  f o r  the 
l e g i t i m a t e  user .  Another  problem w i t h  
the approach is  t h a t  t h i s  countermeasure 
has been shown to be subver ted  by a 
s t r a t e g y  c a l l e d  the " t r a c k e r "  [ 1 1 , 7 ] .  

Our research found t h a t  t h i s  approach 
h indered  r e g r e s s i o n  methodology based 
d i s c l o s u r e  on ly  at  a p o i n t  where the 
minimum response set  s i ze  was so l a rge  
t h a t  i t  d i s r u p t e d  the a b i l i t y  o f  the 
database to p rov ide  use fu l  s t a t i s t i c s  to 
the l e g i t i m a t e  user .  This t h r e s h o l d  
minimum response set  s i ze  is  a f u n c t i o n  
of  the database s i z e ,  and number o f  
v a r i a b l e s  composing a key. This is  
d iscussed in d e t a i l  in  [ I 0 ] .  

Random Sample Quer ies 

The random sample query s t r a t e g y  can be 
e f f e c t i v e  in c e r t a i n  database s i t u a t i o n s .  
B a s i c a l l y ,  r a t h e r  than answer ing a 
database query (such as MEAN s a l a r y )  by 
p o l l i n g  the e n t i r e  response set  ( a l l  
cases meet ing g iven c r i t e r i a )  , the 
database w i l l  c a l c u l a t e  the mean based on 
a random sample o f  the response s e t .  
The p a r t i c u l a r  sample used to answer t h a t  
query is  logged f o r  use upon l a t e r  
r e p e t i t i o n  of  the i d e n t i c a l  query .  In 
the absence of  such l o g g i n g ,  the query 
could  be repeated m u l t i p l e  t imes in o rde r  
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to f i l t e r  any d i f f e r e n c e  between sample 
and f u l l  response se t  q u e r i e s .  

Denning [ 7 ]  found t h a t  in o r d e r  to 
m a i n t a i n  the database goal o f  p r o v i d i n g  
use fu l  aggregate  s t a t i s t i c s ,  samples must 
i n c l u d e  a f a i r l y  l a rge  p r o p o r t i o n  o f  the 
comple te  response s e t .  S u p e r i o r  r e s u l t s  
were found in the case o f  e s p e c i a l l y  
l a r g e  da tabases .  S t a t i s t i c s  based on 
l a r g e  response sets  were found to be more 
a c c u r a t e ,  and less  l i k e l y  to be 
compromised than s t a t i s t i c s  based on 
smal 1 response s e t s .  As long as 
aggrega te  s t a t i  s t i  cs remain 
r e p r e s e n t a t i v e  of  the f u l l  response s e t ,  
t h i s  coun te rmeasure  wi I 1 not  impac t  
r e g r e s s i o n  methodo logy  based compromise.  
When aggregate  s t a t i s t i c s  are not  
r e p r e s e n t a t i v e ,  then both the a b i l i t y  to 
p r o v i d e  use fu l  s t a t i s t i c s  to the 
l e g i t i m a t e  use r ,  as we l l  as the 
compromise methodo logy  are d i s r u p t e d .  

Random Data P e r t u r b a t i o n  

Data p e r t u r b a t i o n  r e f e r s  to the v a r y i n g  
of  database s t o red  va lues by random 
e r r o r .  A l though i n d i v i d u a l  o b s e r v a t i o n s  
o f  c o n f i d e n t i a l  data are p e r t u r b e d ,  
agg rega te  s t a t i s t i c s  should  remain 
b a s i c a l l y  unchanged f o r  "adequate"  s i zed  
response s e t s ,  as long as the random 
e r r o r  has no b i a s .  One t echn ique  o f  
v a r y i n g  data would be the a d d i t i v e  
p e r t u r b a t i o n  of  da ta ,  i . e . ,  adding random 
e r r o r s  ( w i t h  mean O) to the database 
v a l u e s .  This s u f f e r s  from the problem of  
s c a l e .  A smal l  p e r t u r b a t i o n  to a l a r g e  
va lue ( e . g . ,  m o d i f y i n g  s a l a r y  f rom 
$ I00 ,000  to $105,000)  would o f f e r  ve ry  
l i t t l e  by way of  c o n f i d e n t i a l i t y .  T raub,  
e t  a l .  [14 ]  propose the use o f  
m u l t i p l i c a t i v e  p e r t u r b a t i o n ,  as a means 
o f  overcoming t h i s  problem of  s c a l e .  

P a l l e y  and S imono f f  [ 10 ]  and P a l l e y  [ 9 ]  
o f f e r  an e x t e n s i v e  d i s c u s s i o n  o f  the 
impact  o f  t h i s  countermeasure  on 
reg ress  i on based di scl  osu re .  
P e r t u r b a t i o n  is  i n t ended  not  to impac t  
agg rega te  s t a t i s t i c s .  T h e r e f o r e ,  i t  is  
found t h a t  the approach has l i t t l e ,  i f  
any,  impact  on our a b i l i t y  to compromise 
a database us ing r e g r e s s i o n  me thodo logy .  
I t  is  shown t h a t  assuming t h a t  the 
i n t r u d e r  knows the l e v e l  o f  p e r t u r b a t i o n ,  
any p o s s i b l e  b ias  o f  the aggrega te  
s t a t i s t i c s  can be f i l t e r e d ,  I t  is  h i g h l y  
reasonab le  t h a t  the l e g i t i m a t e  
s t a t i s t i c a l  user  be in fo rmed  o f  the 
database p e r t u r b a t i o n  l e v e l .  P a l l e y  [ 9 ]  
t e s t e d  the e f f e c t s  o f  p e r t u r b a t i o n  
on r e g r e s s i o n  based compromise on 
subsets  o f  the Census da tabase.  I t  
was found t h a t  the compromise s t r a t e g y  
worked even where the re  was a 
m u l t i p l i c a t i v e  p e r t u r b a t i o n  o f  the 
database w i t h  random normals ( 0 , . 2 5 ) .  
In t h i s  case,  even w i t h  f a i r l y  ext reme 
p e r t u r b a t i o n ,  compromise was p o s s i b l e  
w i t h o u t  a d j u s t i n g  f o r  any b i as .  

Data Swa~ELl_'ng 

The data swapping technique visualizes 
the s t a t i s t i c a l  database as a very large 
matr ix.  I f  a query involves only one 
database a t t r ibu te  (e.g. ,  COUNT WHERE 
AGE<30), i t  is referred to as a " l -order"  
s t a t i s t i c .  A query that involves two 
variables (e.g. COUNT WHERE AUTOS=I AND 
AGE=30) involves a "2-order" s t a t i s t i c .  
The data swapp ing  technique [6] 
transforms the data matrix in such a way 
that k-order s t a t i s t i c s  are preserved. 
The technique suffers f rom a major 
problem in that no methodology has been 
devised to transform databases while 
preserving k-order s t a t i s t i c s .  The 
d i f f i c u l t y  aggravates when we are dealing 
with matrices the size of a large 
s t a t i s t i c a l  database e.g. ,  hundreds or 
thousands of records. 

Palley and Simonoff (1986) discuss that 
where the data swap preserves k-order 
s t a t i s t i c s ,  regression based compromise 
is completely unaffected as long as the 
disclosure model requires, at most, k-1 
predictor variables. 

IV. CONCLUSIONS AND RECOMMENDATIONS 

The shown r e g r e s s i o n - b a s e d  methodo logy  
can compromise c o n f i d e n t i a l  i n f o r m a t i o n  
in a s t a t i s t i c a l  da tabase .  The t h r e a t  
e x i s t s  d e s p i t e  a database c o n t r o l  
p r e c l u d i n g  the d i r e c t  a p p l i c a t i o n  o f  
r e g r e s s i o n  me thodo logy .  The c r e a t i o n  o f  
a " s y n t h e t i c  da tabase"  f a c i l i t a t e s  
d i s c l o s u r e .  Regress ion  based d i s c l o s u r e  
of  a s t a t i s t i c a l  database appears r o b u s t  
a g a i n s t  our e x i s t i n g  c o n f i d e n t i a l i t y  
p r e s e r v a t i o n  s t r a t e g i e s ,  most n o t a b l y  the 
data p e r t u r b a t i o n  approach .  

I t  is  not  c l e a r  a t  t h i s  t i m e ,  to what 
e x t e n t  the t h r e a t  is  g e n e r a l i z a b l e .  In 
t h e o r y ,  and as v a l i d a t e d  a g a i n s t  these 
subsamples o f  the Census da tabase ,  the 
methodo logy  t e l l s  the i n t r u d e r  
i n f o r m a t i o n  t h a t  would be deemed 
c o n f i  den t i  a I by both database 
a d m i n i s t r a t o r s ,  and by those d e s c r i b e d  by 
the da ta .  

P a l l e y  and S imono f f  [ I 0 ]  i d e n t i f y  
v a r i o u s  database c h a r a c t e r i s t i c s  t h a t  
seem to i nc rease  and decrease r i s k  o f  
r e g r e s s i o n  based d i s c l o s u r e .  However, i t  
is  not  c l e a r  a t  t h i s  t ime what measures 
can be taken to confound the per fo rmance  
o f  the r e g r e s s i o n  based approach ,  on a 
"h igh  r i s k "  da tabase .  I t  is hoped t h a t  
the awareness of  the sho r t com ings  o f  the 
e x i s t i n g  c o n f i d e n t i a l i t y  p r e s e r v a t i o n  
s t r a t e g i e s  may lead to the deve lopment  o f  
more f u n c t i o n a l  ones. 
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