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It has been pointed out t ha t  the  Hippocrat ic  Oath  
speaks to people running heal th  s ta t i s t i cs  programs as 
well  as physicians when it says,  "Whatsoever  things I 
see or hear concerning the life of men,  in my 
a t t endance  on the sick or even apar t  t h e r e f r o m ,  which 
ought not to be noised abroad,  I will keep si lence 
thereon ,  counting such things to be as sacred  secre t s . "  
(1) But I think tha t  heal th  s ta t i s t ic ians  should also take 
to hear t  the preceding sen tence  in the Oath= 
"Whatsoever  house I en te r ,  there  will I go for the 
benef i t  of the sick, refra ining from all wrongdoing or 
corrupt ion,  and especia l ly  from any ac t  of seduct ion,  of 
male  or f emale ,  of bond or f ree ."  (Encyclopedia 
Bri t tanica)  In conducting s ta t i s t i ca l  research  among 
people we must  avoid the t empta t ion  to seduce our 
subjects  to divulge any informat ion which, in the hands 
of r e sea rchers ,  can harm them in any way. 

Heal th  s ta t i s t i ca l  programs must be adminis te red  in 
such a way as to bring the best  sc ient i f ic  results  but 
also to bring no harm--physica l ,  emot iona l ,  or soc ia l - - to  
any par t ic ipa t ing  subjects .  These programs require  a 
number of policy decisions in order to achieve such a 
resul t .  Each such decision c r ea t e s  a policy issue for the  
admin i s t ra to r .  Adminis t ra tors  must set  policies on: 
o providing informed consent  to study subjects;  
o physical p ro tec t ion  of records;  
o t raining and supervising s taf f  on conf ident ia l i ty  

ma t t e r s ;  
o avoiding s ta t i s t i ca l  disclosures through published 

tables  or data  tapes;  
o establ ishing appropr ia te  l imits to the sharing of da ta  

with o ther  researchers ;  
o de termining  what  else is necessary  to mee t  the 

l e t t e r  and spirit  of exis t ing laws and regulat ions;  
and 

o changes to be reques ted  in laws and regulat ions .  

FOUR ISSUES 
Like every  other  organiza t ion  tha t  opera tes  a 

s t a t i s t i ca l  program,  the National  Cen te r  for Heal th  
Sta t is t ics  (NCHS) has resolved these  issues and 
establ ished its policies to mee t  them,  consis tent  with 
the laws and agency regula t ions .  We are very sa t is f ied 
with most  of these  policies and have opera ted  quite 
successful ly ,  we think, with them for a number  of years  
(2,3,4). But they are always subject  to recons idera t ion  
as the si tuat ion changes,  new laws are  passed, or new 
concerns  are voiced. In NCHS we have a 
Conf ident ia l i ty  C o m m i t t e e  which studies all new 
conf ident ia l i ty  issues that  arise and recommends  
act ions for the  Direc tor  to take on them.  Also, as new 
and d i f fe ren t  surveys are developed they of ten  present  
new problems on policy appl icat ions;  these  are  studied 
and resolved by the Center ' s  C o m m i t t e e  on the 
Pro tec t ion  of Human Subjects or by an Inst i tu t ional  
Review Board, if necessary .  A recen t  example  was the 
set  of problems which arose when the National  Survey 
of Family Growth  was expanded in its Cycle  III to 
include quest ions of t eenage  girls on sex prac t ices  (5). 
There  are four par t icu lar  issues which--al though none is 
real ly a burning issue with us at  the  present  t ime- -have  
been the subject  of some cont roversy  and which I shall 
discuss: 
(1) How does the Cen te r  deal with and apply the th ree  
laws re la t ing  to conf ident ia l i ty  of our records?  
(2) How do we obtain informed consent  in te lephone 
surveys.9 

(3) How much and what kinds of information should we 
release on public use data tapes. 9 and 
(4) What should be the Center's stance on the proposed 
Confidentiality of Federal Statistical Records Act? 

I. Enforcing the Laws. NCHS activit ies respecting 
confidentiality are governed by Section 308(d) of the 
Public Health Service Act (42 USC 242 m(d)), by the 
Privacy Act of 1974 (5 USC 552a), and by the Freedom 
of Informat ion  Act  (5 USC 552). 

The conf ident ia l i ty  provisions of Sect ion 308(d) of 
the Public Heal th  Service (PHS) Act  s t a t e  in e f f e c t  tha t  
(1) da ta  ob ta ined  by NCHS under its legal  manda te  may 
be used only for the  purposes for which they  were  
obtained and (2) they  may not be disclosed in 
ident i f iable  form without  the consent  of the person or 
es tab l i shment  providing the informat ion  or descr ibed in 
it .  Until r ecen t ly  there  was a notable  loophole in the 
law, i.e.,  the f i rs t  clause was subject  to regulat ions  of 
the Sec re t a ry  of Heal th  and Human Services,  which) 
according to our legal  advisers ,  mean t  tha t  the 
Sec re t a ry  could at  any t ime redef ine  those purposes and 
then re lease  the da ta  to anyone he or she chose.  
However ,  this was changed and the Secre ta ry ' s  option 
removed in one of the technica l  amendmen t s  included 
in the recen t ly  enac ted  Orphan Drug Act  (P.L. 97-tt14, 
Sec. 8(c)). 

The Privacy Act of 1974 does not provide to NCHS 
any additional privacy protection for our records, and it 
contains some big loopholes which the PHS Act keeps 
closed for us. Of course, the Privacy Act is very 
helpful to agencies which have no other legal 
authorization for protecting the privacy of records on 
individuals; it is also helpful in providing for severe 
sanctions to violators of privacy, which the PHS Act 
does not do. But the Privacy Act contains many other 
requirements affecting agencies, some of which can be 
onerous. The Act requires agencies to grant persons 
access to their records, to allow them to request 
changes in records they believe to be in error, to appeal 
any agency refusals to change the records, and to insert 
their statement in the record if the appeal fails. (This 
is only a potential problem; we have never been asked 
to revise any of our records.) Agencies maintaining 
statistical records under a legal mandate may request a 
(k)(4) exemption: £rom such requil'(~ments, and the 
Department has granted to NCHS such an exemption 
with respec t  to its s t a t i s t i ca l  f i les.  The Cen te r  will 
never the less  furnish copies of records  to persons when 
they can show real  need for them and it is feasible  for 
us to do so. 

Another  possible burden to agencies  is the Act 's  
r equ i rement  tha t  agencies  must  publish in the Federa l  
Record not ices  describing all their  sys tems  of records  
on individuals. These not ices  had to be republished 
each year  until this year ,  when tha t  r equ i remen t  was 
dropped in an a m e n d m e n t  to the Act  (P.L. 97-375); now 
only changes in sys tem not ices  and not ices  of new 
sys tems must  be published. 

The r equ i remen t  to publish sys tem not ices  could 
have become very onerous to the Cen te r  if eve ry  
sepa ra t e  survey or study had been defined as a sys tem 
of records .  Instead we were  pe rmi t t ed  to define 
famil ies  of surveys and repor t ing programs as sys tems  
of records ,  and we published "umbrel la  not ices"  on 
them,  describing in genera l  t e rms  the sets of programs 
included.  Thus, we published only four sys tem not ices  
on all our s t a t i s t i ca l  p rograms- -one  cover ing demogra -  
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phic surveys, one on vi tal  stat ist ics, one on health 
manpower surveys, and one on heal th care ut i l izat ion 
studies (6). This does not short-change the public on 
informat ion about NCHS surveys because in our own 
published reports we describe the individual surveys and 
studies in great detai l ,  and persons asked to part ic ipate 
in the surveys are f i rst  given ful l  explanations of them 
(7). We thus minimize the staf f  work in the Center 
needed to implement the Privacy Act  while fu l ly  
meeting its requirements. 

The evidence reaching us indicates that the public is 
not worried about the protect ion of privacy in NCHS. 
Only very rarely do we receive any public comments on 
our Federal Register notices, and we almost never 
receive any requests for Privacy Act records. About 
the only kind we ever get any more are like the recent 
request from a person who knew that the government 
was bombarding him personally wi th a lethal ray, and he 
wanted the record from us to prove it! 

The Freedom of Information Act  (FOIA)presents no 
very d i f f i cu l t  problems to us. The Center exists to 
provide informat ion,  and we t ry  to meet all requests as 
fu l ly  and promptly as possible. Problems only arise 
when someone requests ident i f iable records which the 
law precludes our giving out, i.e., records whose release 
would violate the rights of privacy of an individual or 
an establishment. We have been able to deny 
successfully all such requests on the basis of the (b)(3) 
exemption in the FOIA and our PHS Act,  since to 
accede to the requests would violate the law by using 
informat ion for a purpose other than that for which i t  
was obtained. 

2. Providinl~ Informed Consent in Telephone 
Surveys.  The l anguage  of  the  P r i v a c y  Act p r e -  
s e n t e d  a p rob l em f o r  a g e n c i e s  d e s i r i n g  t o  e x p e r i -  
ment w i t h  t e l e p h o n e  i n t e r v i e w i n g  as a method f o r  
c o l l e c t i n g  d a t a  more e f f i c i e n t l y .  The Act 
s t a t e s  i n  S e c t i o n ( e )  t h a t  "Each agency t h a t  
m a i n t a i n s  a sys tem o£ r e c o r d s  s h a l l  - - . . . ( 3 )  
inform each individual whom it asks to supply 
in format ion ,  on the form which it uses to co l lec t  the 
informat ion  or on a separa te  form tha t  can be re ta ined 
by the individual" as to the several  kinds of in format ion  
needed for informed consent .  Some construed this to 
mean tha t  in a te lephone survey such informat ion  must  
be supplied to the respondent  on a piece of paper before  
an interview could begin. This of course is not feasible  
in most  te lephone surveys,  and the e f f e c t  of such a 
de te rmina t ion  would be tha t  government  agencies  could 
not conduct  te lephone surveys.  Fo r tuna te ly  our 
Depa r tmen t ' s  General  Counsel ruled tha t  tha t  was not 
the intent  of Congress,  and the law's requ i rements  can 
be me t  by having the te lephone in terv iewer  provide the 
required informat ion  oral ly to the respondent  and then 
sign an af f idavi t  on the in terview form tha t  the 
informat ion  had been provided. This has al lowed NCHS 
to embark  on a successful  te lephone survey program (8). 

3. Data on PubLic Use Microdata Tapes. The 
Center cannot begin to exploi t  adequately the data fi les 
i t  develops through its various surveys; i t  can only 
perform and publish a fract ion of the potent ia l ly  very 
valuable sc ient i f ic  analyses  these extensive files make 
possible.  Fo r tuna t e ly  there  are many researchers  in the 
universi t ies ,  foundations,  and research  f i rms,  or 
working independently) who are able and anxious to 
study various heal th  problems through the use of these 
f i les.  The Cente r  wants them to have the files for this 
use but must  be careful  tha t  no conf ident ia l  
in format ion  about  ident i f iable  persons or e s t ab -  
l ishments  is disclosed through the re lease  of survey 
files (2,3). 

Of course, all d irect ident i f iers of study subjects) 
such as name, address, and social security number, are 
deleted from the public use fi les. Sti l l ,  there are so 
many d i f ferent  items of informat ion about any subject 
individual or establishment in our typical  surveys that 
the set of informat ion could serve as a unique ident i f ier  
for each subject, i f  there were some other public source 
for many of the survey items (9). Fortunately there is 
not. But to minimize the chance of disclosure we take 
addit ional precautions: We make sure there are no rare 
characterist ics shown on any case in the f i le,  such as 
the exact bed-size of a large nursing home, or the exact 
date of bir th of a subject, or the presence of a rare dis- 
ease, or the exact number of children in a very large 
fami ly .  We either delete such items or conceal them in 
a broad coding category. We also remove or encrypt 
the code ident i fy ing smaller geographic areas--places 
smaller than I00,000 in population--because anyone 
try ing to ident i fy  a respondent wi l l  have his task 
great ly simpl i f ied i f  he knows the respondent's local 
area. 

We also require the purchaser of a microdata tape 
to sign a statement in which he or she agrees to abide 
by the law which states that the data may be used only 
for the purpose for which they were obtained, i.e., for 
stat is t ical  analysis. We think this at least helps to 
sensitize the purchaser to the importance of protect ing 
the data from misuse. 

There are also other bui l t - in protections against 
disclosures. Typical ly our surveys are based on samples 
of less than I in 1,000 of the population, so the odds of 
ident i fy ing a known individual through the sample are 
extremely small. Also, some of the informat ion in the 
survey f i le was unknown and had to be imputed, and 
there are report ing errors, so i f  one thought he had 
located a case he could st i l l  not be sure about the 
accuracy of the fi le's informat ion on that case. 

We could take further steps to reduce the 
probabi l i ty of disclosure, such as by further 
generalizing the data or introducing random errors, but 
any such procedure would diminish the accuracy and 
value of the fi les for research purposes. We do not wish 
to do that, and we do not believe we need to. 

So there remains a very small risk of disclosure 
from our public use f i les.  However ,  we have 
de te rmined  tha t  the value to socie ty  of having the file 
avai lable  for s t a t i s t i ca l  use in this form just if ies the 
very small  risk involved, especia l ly  in view of the low 
sensi t iv i ty  of most  of our survey da ta .  

We are not aware  of any cr i t ic ism tha t  we are too 
l iberal  in our re lease  of public use tapes ,  but we are 
c r i t ized  for being too s t r i c t .  This especia l ly  comes  
from those who wish to conduct  research  re la t ing study 
findings to physical  and social cha rac t e r i s t i c s  o¢ local 
areas;  they may be s tymied by our refusal  to re lease  
the local a rea  ident i f iers .  There are somet imes  
measures  we can take to enable such research .  We can 
re lease  such data  to other  agencies  of the D e p a r t m e n t  
or their  con t rac to r s  under in te ragency  ag reemen t s ,  and 
we can somet imes  a t t a c h  outside var iables  for local 
a reas  to a public use tape ,  if the variables  do not then 
cons t i tu te  new local a rea  ident i f iers .  But otherwise  the 
would-be researchers  remain f rus t r a t ed ,  and they 
dispute our policy. 

4. The NCHS Position on Proposed Statistical 
Confidentiality Legislation. I shall not describe in 
detai l  the proposed legislation, since Clark and Cof fey 
are doing so in their paper. Br ief ly ,  the proposal is to 
set  up a Federal "stat ist ical  enclave" made up of 
"Protected Stat ist ical Centers" all of which would be 
given strong legal protect ion for their "Protected 
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Sta t i s t ica l  Files" but could easi ly share such files 
be tween  Cente r s  when justif ied by valid s t a t i s t i ca l  pur- 
poses. 

NCHS is comfor t ab le  in its present  legis la t ive 
position. As noted,  we have a s t rong law governing 
conf ident ia l i ty  of our s ta t i s t i ca l  records ,  and there  are  
few files of o ther  agencies  tha t  we an t ic ipa te  needing 
to use. There fo re  some have said tha t  we should oppose 
the proposed law and not risk losing our p resen t  
favorable  position. But it is my view tha t  even if NCHS 
got nothing d i rec t ly  out of the  new law for i tself  it 
should still support  it because it is in the best in te res t s  
of the  to ta l  Federa l  s t a t i s t i ca l  program.  However ,  I 
should qualify this to say tha t  I am only re fe r r ing  to the 
l a tes t  version I have seen of the  dra f t  "Conf ident ia l i ty  
of Federa l  Sta t i s t ica l  Records  Act" (10). This bill is a 
moving t a rge t ,  and I can ' t  be sure I would also support  
the next  version! 

I must qualify fu r the r  to s t a t e  tha t  I share Professor  
Bonnen's concern tha t  the  proposed bill may be 
unworkable because it decen t ra l i zes  the federa l  
s ta t i s t i ca l  system and places au thor i ty  for opera t ing  it 
in the hands of the respec t ive  depa r tmen ta l  s ec r e t a r i e s  
(11). I bel ieve as he does tha t  the  "s ta t i s t ica l  enc lave"  
can only opera te  successful ly if it is run by a s trong 
Chief S ta t i s t ic ian  backed up by an e f f ec t i ve  s t a t i s t i ca l  
policy coordinat ing agency loca ted  in the Off ice  of the 
Pres ident .  

There  is, however ,  one thing we hope very much to 
get  f rom passage of the  Act .  In order to develop the 
most e f f ic ien t  and e f f ec t ive  population sample for use 
in the various surveys conducted by NCHS, we need to 
use as a sampling f r ame  the list of household addresses  
developed for,  and par t ly  in the process of conduct ing,  
the decennial  census of population and housing. The 
nation could obtain much more  rel iable da ta  in its 
heal th  surveys,  a t  considerably lower cost ,  if we could 
use tha t  sampling f r ame .  The Depa r tmen t  of 
C o m m e r c e  will not now let  us use that  list for a 
sampling f rame ,  asser t ing tha t  this would be in 
violation of the conf ident ia l i ty  requ i rements  of the 
Census law (Title 13). So we are having to use a more 
expensive and less e f f ic ien t  a rea  probabil i ty sample .  
Now, we can understand and we strongly support  the  
absolute protec t ion  of the personal,  family,  and house- 
hold informat ion obtained in the decennial  census,  but 
we frankly cannot  understand tha t  this p ro tec t ion  must 
ex tend to the address list, especial ly  when tha t  list 
shows no indication as to whether  the dwelling unit was 
occupied nor, if it were  occupied,  any informat ion 
about  the occupants .  

It is our understanding the the proposed law would 
clar i fy  the legal question and assure tha t  as a P r o t e c t e d  
Sta t i s t ica l  Cen te r ,  and with proper safeguards ,  NCHS 
could have access  to the list for needed sampling 
purposes.  I understand tha t  the law would still preclude 
our having access  to the 1980 Census list, but it should 
make possible our using the lists developed in the 1990 
and subsequent  censuses,  so tha t  this unfor tuna te  
s i tuat ion will not continue into the fu ture .  

CONCLUSION 
Those, then,  a re  four issues tha t  I think should be of 

general  in te res t ,  with brief  s t a t e m e n t s  of the policy 
positions tha t  NCHS has taken on the f i rs t  th ree  points 
and a recommended  position on the four th .  They are  
debatable ,  and it would be helpful  to the Cen te r  to hear  
others '  views on them.  
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